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« How to balance automation and interactivity (function
allocation)?

 How to precisely and exhaustively describe automation
and interaction in Command and Control Systems?

« How to assess design options including automation?

Nb of functions =
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lower Levels of automation higher
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Human Do Errors

« Human Error
T ! h James Reason 1990, Human error
— [0 erris human Erik Hollnagel 1998 Cognitive
— SleS, Iapses and mistakes Reliability and Error Analysis

Method. Elsevier Science, Oxford.

— Genotype & Phenotypoe of errors
Human failures

Intended actions Unintended actions

Violation - Intended consequences Errors - Unintended consequences
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Human Do Errors

 Human Error
— To err is human (Cicero, | century BC)

— “...to understand the reasons why humans err is science”
(Hollnagel, 1993)

« Mitigate human error

— Notice (detection)

— Reduce number of occurrence (prevention)
» Designing adequate training
» Designing interfaces for affordance
» Designing usable system

— Reduce the impact of an error (protection)
* Include barriers in the design
« Duplicate operators — differentiate their training
« Separate roles/responsibility
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Human Do Errors - the proof
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C:/Users/Palanque/Synchro/Papers/Accepted/Invited/2011_HUDEP/Video.avi

One Solution: "Get Rid of the User™

« Automation is an option

* Reduces costs

* Improves System Performance
 Enhances Human Abilities

* The "Cool" Factor

* Reduces Human Error (by definition)
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Automation Levels

Sheridan, T. B., & Verplank, W. (1978)

HIGH  10. The computer decides everything, acts autonomously, ignoring the hiuman,
9. informs the human only if it, the computer, decides to
8. informs the human only if asked, or
7. executes automatically, then necessarily informs the human, and
A, allows the human a restricted fime to veto before automatic execution, or

5. executes that suggestion if the human approves, or

i =™

. suggests one alternative

. narrows the selection down to a few, or

Tk

P

The computer offers a complete set of decision/action alternatives, or

LOW 1. The computer offers no assistance: human must take all decisions and actions.
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System Dependability

“The dependability of a system is the ability to avoid service
failures that are more frequent and more severe than is

acceptable” Avizienis A., Laprie J-C., Randell B., Landwehr C: Basic Concepts and
Taxonomy of Dependable and Secure Computing. IEEE (2004)

« Failure Condition Severity and Probabillity Objectives

Failure Condition Probability Probability descriptive
Severity Objective
Catastrophic <10® + Fail-Safe Extremely Improbable
Hazardous <107 (very) Improbable
Major <10°® Improbable
Minor <103 Reasonably probable

Redundancy is required to provide fail-safe design
SESAR protection from catastrophic failure conditions (ARP 4761)



Faults
| |

Phase of creation or occurrence Development Operational
System boundaries Internal Internal External
Phenomenological cause Human-made Natural Natural Natural Human-made
Dimension Software Hardware Hardw Hardw  Hardw Hardware Software
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System Dependability

 Fault removal or mitigation
 Fault forecasting

» Fault tolerance (core principles)

— Redundancy: hardware components are
ohysically duplicated

— Diversity: different Software/Hardware
Implementation

— Segregation: isolation and separation of
redundant elements in the system architecture
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Systems make mistakes, lapses ...
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Furthermore ...

Carver Turoff March 2007/Vol. 50, No. 3 comm. of the acm (from Fitts 51)

What PEOPLE are good at What MACHINES are good at

ﬁesponding
quickly to
control signals

Detecting small
amounts of visual or
acoustic energy

Improvisation
and using
flexible
procedures

Perceiving
patterns

—
-

Applying great
force smoothly
and precisely

Storing Repetitive,
information routine tasks
briefly and then (for example,
1 erasing it good at
completely monitering

tasks

Deductive Handling
reasoning highly complex
Storing very large includine  |oPerations, that s,
amounts of —— utaticg:-nal doing many
information for long Inductive Exercising gbili different things
periods and recalling | reasoning |, judgment 4 at once

relevant faces at the
appropriate time




So... there is a int. system to build

» Fully Automated Systems are not an option
« Partly-automated Systems can be foreseen

* Design issues

— How operators can foresee what the automation
will do ?

— How to avoid mode confusions?

— How to interfere with automation behaviour?
— How to modify autonomous behaviour?

— Uberligen accident (TCAS versus ATC)

— A320 and B737 autopilots behaviour
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Interaction Dependability

« Hardware/software integration at the core
— Input devices
— Output devices

* Interaction techniques dependability
— Connection to input/output devices (drivers)
— Performance
— Resilience

* Interactive Systems dependability

Dependability of the entire Int. Syst.

is the one of its weakest point
SESAR



Interaction Error Prone Designs

thisiSWHREHRL.com
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.

COMMON SENSE

Just because you can, doesn't mean you should.




Problem Statement

How to forecast the impact of
Automation Degradation on System

Performance

How to balance automation and interactivity
(function allocation)?

How to precisely and exhaustively describe
automation and interaction in CCS?

How to assess design options including
automation?
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Philosophy of SPAD

Use models as a way of supporting
Representation of Systems
Representation of Actors
Representation ...

Deal with adequate level of abstraction
Provide a way to analyze Systems’
evolutions

Focusing on relevant information (and
to abstract away from the other ones)
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Towards a federation of models

One type of model is not enough
Different types of information
Different level of details

Different kinds of components (human, software
and interaction)

Performance evaluation is a target
Quantitative aspects
Time, throughput, ... (KPI)
Propagation - resonance
Behavioral analysis

Qualitative aspects

Properties of each model and over modelS
SESAR



CASE STUDIES - basic ideas

Two different case studies
UAYV (see SPAD deliverable under review)
AMAN

Define a general context
Infrastructure (mainly hardware)
Agents / operators
Software / system agents

Define scenarios
Nominal scenario (as a baseline)

3 degradation scenarios (confined, average,
extended)

SESAR



Unmanned Aerial Vehicles

System for automated self-separation

ARCA Project User Display [Work in progress. based on Google Earth Plugin)

Google
& )

A-SESARWPE

OWNG TERM AND
NNOVATIVE RESEARCH




CASE STUDIES - UAV

High in the Sheridan’s automation levels

Level 7-8

“Execute automatically then necessarily
inform the human”

“Informs the human only if asked”
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Arrival Manager

- Optimal arrival

seqguence times

% SESARWPE
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CASE STUDIES - AMAN

Rather low in the Sheridan’s automation
levels

Level 3-4
“Narrows the selection down to a few”
“Suggests one alternative”
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AMAN - Infrastructure
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Arrival Manager - Scenarios

Nominal Scenario
AMAN temporary failure
AMAN permanent failure

AMAN providing misleading

iInformation
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Temporary failure

—Max Capacity

N*® aircraft flying

30 mins

-

a3 d
Airport
A

'

EXC_TMA

eAdvisories and SEQ_LIST
disappear

oSEQ_MAN has to
organize manually the
sequence

sManages manually the
flow traffic

eReduces the capacity of
his/her sector

I !

FMP instructs
a traffic flow
reduction

Coordination
with the
other sectors



Next Steps

Federation of Models
ldentify candidates
Assess them individually
Assess their complementarity

Degradation Lifecycle Analysis
Start of degradation
Work under degradation
End of degradation
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Studied Notations and Tools

- Task models:  HAMSTER(S) . -

* Interactive system models: ICO
(PetShop)

Two complementary views of the interaction
between the user and the system

SESAR 32



Task models: HAMSTER(S)

- Decomposition of a

user’s goal ¥
Manage and supenvise the AMAN system
- Hierarchical l

- Temporally ordered 0

e

Monitor the advisories Supervise the SEO LST Take into accountthe requests ofthe EXE_TMA

l

Il

o T e

Constructing the arrival list Modify the SEQ_LIST

l
N S AR &8

Checkthe SEQ_LIST Decide to switch the position of the aircraftin the SEQ_LIST ~ Modify the SEQ_LIST Inform the EXE_TMA abouth the change
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Other Models - Tropos

Provision of the
nequence
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Other Models - FRAM

Time ° G Control

i 0 Function/
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0 Output
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Flight amtar
in ANLAT
Hoqizom

Caloe =

Flight amrival

astimatad
timas

N\ e

SEQ LIST

— TTL TTG

A -
Trajactory pradictod
Flight plan data
Foadar data
Adrcraft performamcs modial
Airzpaca'flisght constraints
Waathsr information

»SEQ LIST

SESAR




= =
W '}9
Jeppesen Chart incomect. [ : -
mmm inatlrre«:l ,/II . y-:-lnmi:h:r.ug
ﬁ:} I:E).l R/D_\_ Taxi hrieﬂng}—\_ﬂ ) Staria corkpit nils; “nonpertinant senvarsation”
NOTAMS: Incomplete
e \ ,.-‘f ﬁ') [.E\} ATIS nr;a;cast: incomplete
' " —.f} N '.’ !
Function A is upstream, | wwe ® & wwogeses /2 \
- Uocument: Y |
‘ ' incomplete {T\‘—{( ;—(a)
relative to function B o\ e DaV - Vo A
le:.-J I\f_’l_}.l >—{ Befors tex chechlist comeleted —~ - Flghl refiise docurmin. incorrplils
Lo ) 8 B o
= - ~/ Parform taxi Pushback completed X - .
. (1) fIC,I' AN l(\|_)—"\\ checkist E‘J Engines stared meamngs.sgm. sghiing:
consbuction | \ N /
nomatin / KLEX / i .
|‘L}—f NOTAM )‘_(9:' @ (E] AC 5t hokd shert fina
oy e @) @ apnmete,
>—4. ATIS broadeast | ;’J ariel e vl |
IF' ) = ,}_'\\ fconfraier does nof

ROTAMR

R) & @
W (7 (C) /
NOTAN _:; 3 ) TB:O \}

©

Single conty

Function B is downstream,
w=s relative Yo function A

~ /KLEXATISY, = N/
'nl}_{‘ senica | - { e ;
\ / - Tausuray markings, .
\ / (P} (R} sgns, ighing >—
/ raduced visitility / \
= P i |
I_P_," I\E:" Takia-of axpactations: ,:\ { ﬁ.ﬁ:;f ’.'ﬁ\
Reduged runway kghti Takg-olf -
ATIS broadcast yigning desrance \\,\ . FAA advisory states
AT on rurwary o conlrallers
@ @ f_“-}_ shiold be avalable
. = / /gy lorsimultangous
) {\ (T) (Ej ® \R). e anc rcer core
" Perform ", , T T
Y checkllt / (Fj—( Take-off );—((_:lj Vioe \
S \ e ..l’ \
' . \ / ~ ) AN
@ ® \\ f \U_Ji\ regulation H@'
= - Unobetructad runway of sufficient \ Y /J
lenpit: Earihen berm and frazs. (P | (F_lj N/
abstruct ™ - Py p
( ) (R} B
W o

© Erik Hollnagel, 2011



Conclusions

Use models as a way of supporting
Representation of Systems
Representation of Actors
Representation of Interactions

Providing a way to analyze System
evolutions

Providing ways of assessing impact of
degradations
Finding ways of mitigating their impact

on performance
SESAR




Automation
Degradation

| System
Performances under
SP Al
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Issue of context

— " interrupts
— " Drag 'n Drop
. —=— Speak 'n Drop
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